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PATENT 

09/801,614 I 

fo review and summarize the claimed invention;- Ijt 
pi:jovi<Jies a very aggressive solution to the problem o 
Uijautljtorized intrusions into database files. It pro1>idea: 
£3r is^orino for each of the Plurality o f data files >Ja 



bs^ckui^ file w^iic h is inaccessible to anv u ser remiestes 



Tnjen^-as soon as an initial unauthorized intrusion 
tDijlldfii the requested data files are destroyed, and 



ic^^si^e^tive stoirg^ d backup files are substit uted for .tfjie 



ce[stirj)ved files, (e.g. claim i 



: the Final Rejection holds that the claims (aS : |j 
reprecented by claim 1) are unpatentable under 35 U.B-C, 
iq3(a) over the combination of Schneck (US5 , 933 , 498) j- in vie 
c|4 Grpshon (UB6 , 351 , 811) . 

the Examiner admits that Schneclc does not teAchil storfLi^jj 



tltfy-efich of said plurality of data files, a backup. f 



ir|ac}:c^S5ible t o user requests . However, the Examirte 



i|, , <ji^te 



is. 



4llea to note that Schneck also does not dlaglose r 



jbicjcun file for ea ch destroyed file. 



t has 
1^^ 



Examiner looks to the Groshon Patent to make . up|; for 
these, deficiencies in the basis Schneck Patent. Appilicanits 
tiv^ krgued that Groshon fails to teach the above 
claimed elements of the present Application. The Exj^ine^r 
/rlswer has the following arguments in response to j; ; 
/[^piicant's Brief which Applicants wish to address, || 

On page 7 of the Answer, Examiner argues that t^e 
l^ackup Web pajges described on page 7 of Groshon are jl 
.c^:|-valent to the stored backup files. The Examiner j then 
"^ek on to note that applicant's claim is completeiy sildnti 
"as tO; the use of the :backup file (control coi^y 



bcse.s of ^determining whether a received request"; f|)r d3c 
es is an unauthorized intrusion" ' 



Applicants agree with the Examiner. Applicants 



f4^^M argued ithat their backup files are used to iaitl^rmirle 

'iisb2oooo935xisi 
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PATENT i* 
09/801, 614 . |: 

wi;eth4r there has been an unauthorized intrusion, p||ease 
n^ite ihat in the annotations for claiin 1 in Section V, 
Siiimaty of Claimed invention in the Appeal Brief, Apilic^ht^l 
have referred to the Application Specification, p. 15. ^^^^j; 
251 through p. 11, line 34 describing several example^ of hc^'X 
ian un^uthorizfed intrusion may be determined. None 
Ariplltants ' examples remotely suggest comparison witfe the: 
atjoreQ backup files • In Applicants' claims, the $to|red ; 
:t©clcui) files are used only to replace the destroyed forigihsfl; 
files=only after an unauthorized intrusion has been ^etec-t^;!, 
tph^ other means described above, * i 

Applicants submit it is the Examiner who appeair^ to p4i^ 
aifgiiihg that the backup Web pages in Groshon are uiek for: 
cpm^a^ison purposes. The Examiner has referred to c^l 5-,, 
]4nes| 1-9 afe teaching that the comparison made by * Gntpshorf' i?! 
•tackup files Is for the purpose of determining unautlhori:^e<||i:;^ 
iiittu^ion. Actually, the comparison in Groshon is iRi 
i^spohse to a request for a Web page, A comparisori jiLs majdilitl 
vith p backup copy to validate the requested page iJr^, 
:aijisurj5 that the Web page is intact. Groshon (ait col;|. 6, 
J in0s| 34-38) even goes on to state that there may bell 
< ir<:u|astances where compromised and suspect data may! : be 
;t Jrahsjnitted and used. This lack of urgency certaialjy woul4^:| 
rOtjliaad one skilled in the art to Applicants' immeo|Late ■ 
;«<plut|Lon of immediate destruction of the intruded dajta fi;lf^;i 
^eiid the substitution of the stored backup file. ' 

: Groshon is not interested in determining whethe^r th^ 
•v^Qu^st for the Web page is an intrusion. It is pnl'y aftieft; 
i^ rfequest for! a Web page is made that Groshon comp^njiBS to 
t< iOtjsr tnine Wet? page integrity. 

• With rie^ipect to Examiner's argument on page B 
^ ^liei -Answer tHat Applicants have only Argued the shbipcomSn! 
i<i:l tte two re(ferences individually. Applicants subiillt th^t.; 
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there ; is little in either of the two references to .suggest 
tn;eir: combination in the manner suggested by Examiner* 
Sdhnec)c teaches protection of a database involving aijiong 
other ; expedients monitoring for intrusions, and dest^oyin0 
daita intruded upon, Groshon is primarily interested ; in the^ 
ijiitegtity of a Web page after the page has been r^qu^sted- 



PATENT 
09/801, 614 



Gicoah^n compares with backup copy of the Web page :on|Ly aft^r 
t;l^e ^Wfeb page request* The claimed cornbination of 3t||>ring| 
fdr etch of the plurality of data files, a bacKup.«itle whltc^l 
ifij inaccessible to any user requests, the destructioji of = 
uriautjiorized data files as soon as an initial unauthbrizeid 
Intyufeion is determined, and the substitution of rds^ectiyc? 
atoreja backup files for the destroyed files can only: come; 
l\tom ^pplic$ints' own teaching. 

Accordingly / for the above reasons and for the jf easoh^'fl:' 
^^t:fbrth in the Brief on Appeal, it is respectfuilyi { 
■4que6ted that the Final Rejection be reversed, and jthat i 
diaim^ 1, 4, 5, 7, 10, 13, 14, 17, 20, 21. 24, 25, 2j7 , anjd 
2 0 be! found to be in condition for allowance . |. 
i^4spett£ully^ submitti 



titorKe/ for Applicants 
egis:r^tion No, 19,226 
Sl2)* 473-230.'3 
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IThis is Reply Brief to the Examiner's Answer finaileki 

December 12, '2005. 

In the' Answer, the Examiner makes several fr^fcq 

;^i^gUitentfi v^lich Applicants wish to address. 
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To revieW and suminarize the claiined invention:, it 
'rirovi^es a vejry aggressive solution to the problem ojc 
■unauthorizea intrusions into database files. It proyides' 
;for 3|:orina fpr g^ach of the plurality of data filea. l ^^ 
i]4ckut> file wfi ich is inaccessible to anv user reauesl^s. 



:1]hen, 
n i;ned ; 



as soon; as an initial unauthorized intrusion :ite dett 



the requested data files are destroved. and the 



'^espe^tive atftre d backup files are substituted for ; th e 



■^45tr|>ved filpa. (e.g. claim 1) 

iPhe Fina-1 Rejection holds that the claims (as 
^il^prefeented by claim 1) are unpatentable under SS U.jS.c. i f-l 
•103(ai over' the combination of Schneck. (US5 , 933 , 496)] in ^iSiX 
qf Groshon {UB6 , 351 , 811) . ' !. \ pi 

irhe Examjiner admits that Schneck. does not teach|; BtQTki|| tj-. 
^^r efich of sjaid t ^luralitv of data files, a backup : f|^e I ^^j^ 

ria9c|sftgiblf t^ o user requests . However, the Examihejr has^ 
j^ilea to note that Schneck; a lso does not discl ose ^rjeioa4ii[ji|- 



I jbac^up fijLe; f or each destroyed file. 



Examiner looks to the Groshon Patent to make upj' for [ 

llhese; deflcietncies in the basis Schneck Patent. A^pjllcanjti 

t ^ve fergued t^at Groshon fails to teach the above tv^ijb 

<laim|Ed elemOTts of the present Application. The • Exjeoulnejr 

insweir has thse following arguments in response to. . |- ; 

applicant's Brief which Applicants wish to address, j; 

bn page -7 of the Answer, Examiner argues that . tihe 

ijackup Web palges described on page 7 of Groshon are 

(<iulvklent toj the stored backup files. The Examiner'; then 

;<"i|)ee on to ncite that applicant's claim is completfeiy; feil^ 

* ,e use of the backup file (control coi^y) tqii 
termlning whether a received request if 



"as tOf 
irix]5es of- 
^l^s . is an* 



mauthorized intrusion" 



Aj^licjaHts agree with the Examiner. Applica^^a 
Ij^'^vjerj argueti {that their backup files are used to-di^ 

^4t^S^^00093&tjsl 2 



} 



If 



n 



hav^ 
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Mil : 



w:ie their there; has been an unauthorized intrusion. P^^ease ; 
hote. that in the annotations for claim 1 in Section: y, 
S'ilnmaifY of Claimed Invention in the Appeal Brief, Applicant ^-;:|. 
hatjve tfeferred!to the Application specification, p. Ifil. litej^ 
2j5: through p. 11, line 34 describing several examplei? of 
ux unauthorized intrusion may be determined. None o:i 
i^pplicants' examples remotely suggest comparison wit^l the-, 
i5fcore<J backup" files. In Applicants' claims, the stoired : 
backup files tire used only to replace the destroyed origi|ia|;|:|- 
i|tles;only after an unauthorized intrusion has beeni lietecte 
b^' the other tneans described above. 

-Applicants submit it is the Examiner who appearp to be(:--;j 
•atigui]iig that the backup Web pages in Groshon are usei for; 
^cdmpairison puJrposes. The Examiner has referred to Jcjil 5,: 
lin^sl 1-9 as teaching that the comparison made by drli>shon;'4*^: 
tackui) files is for the purpose of determining unautjaorizis 
•Intruibion, Actually, the comparison in Groshon is ifi 
reispolise to request for a Web page* A comparison JLs maifl^^' 
viith a backiijp^ copy to validate the requested page 
insure that: the Web page is intact. Groshon (at coi^ S, 
lines i 34-38) even goes on to state that there may l?e 
t ircujlnstances' where compromised and suspect data may- be 
■t tansinitted' 5^d used. This lack of urgency certainlly woi^l(jlt:;^ 
■rot l^ad one 'skilled in the art to Applicants' immediate i 
;EolutiLon of immediate destruction of the intruded dajta fl|l^»i!; 
'jirid the subet^itution of the stored backup file. : 

Groshon is not interested in determining whether thef; 
•1 equeist for- the Web page is an intrusion* It is 6sil|y aftief"*: j 

r^qjiiest fbrj a Web page is made that Groshon comp^r^s to 
|( i<st^r [nine W^bj page integrity. : i 

? : Vith r^fijpect to Examiner's argument on page 6:(M'i)[ 
|i lie-^nswer Itljat Applicants have only Argued the shittccmik 
:^<i^ tile two rejferences individually. Applicants aubi|ilt that: 

Jj4jsb2 000093bl|si ^ ' ] \ ' ^ 
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tiere 'is little in either of the two references td sijiggesi 
t iteir -combiriaiion in the manner suggested by Examine^. ; 
S:hneck teaches protection of a database involving pivyng : 
0:.'her iexpedierits monitoring for intrusions, and dest:royin^ 
.diata intruded;! upon. Groshon is primarily interested in t|iei 
'l!r;|tegtity of a Web page after the page has been requ^jstedj. 
Groshon compares with backup copy of the Web page .cinjly aft' 
ttie W^b page request. The claimed combination of s'toringj 
fpr e^ch of the plurality of data files, a backup 'fjiie wh^^ 
'Xs iniccessibie to any user requests, the destructJeO:! of • 
:Unaut^ori2e<5 <iata files as soon as an initial unaut;horized 
>iiitru*lon is tSetermined, and the substitution of tQs^ectijl^^i 
istore^ backup! files for the destroyed files can only; come; 
■irom Applicants' own teaching. : ; ! 

Accordln&ly, for the above reasons and for the sreasoh^ 
:^^t forth in the Brief on Appeal, it is respectfully! \ 
:requepted that the Final Rejection be reversed, and {that ; 
cialllit 1, 4, 15, 7, 10, 13, 14, 17, 20. 21, 24, 25, ilb . add 
jO be; found tp be in condition for allowance. \ \ 

Hesaettiully subm^ted . : j. I 




for Applicants 
ration No. 19,226 
(512)1 473-230=3 
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BEFORE TpE BOARD OF APPEALS 
AND IKTERFERENCES 



This is Ja Reply Brief to the Examiner's Answfe:^ Biailed 



c^iii 3er 



I2v 2005. , { 

In thef Answer, the Exesminer makes several fre^h 
i^gunjents wklch Applicants wish to address. = ] 
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PATENT . : 

: 09/801,614 : \ 

. 1 To review and summarize the claimed invention:, it 
pjrovldes a yety aggressive solution to the problem b| 
UtiautHorized intrusions into database files. It provide 
;£>r Btorina ' ^r each of the plu rality of dat^a files;, ja 
fexcku^ file iw^ich Is Inaccessible to anv naer reoues 



T len , . as soon ' as an initial unauthorized intru sloni a 
ajLG^!^* the :?e4uested data files are destroy ^^r j^^^ 
[BPe^tive qtyred backup files are s ubstituted for it^e e 



jaa|str<|>ved fil^s. (e.g, claim 1) 



•the Firiai Rejection holds that the claims (as \ 
S;pre4ented ;by claim 1) are unpatentable under 35 U. 
133 (all over the combination of SchnecK (US5 . 933 , 498|) 
off GrOshon 351 , 811) * ^ 

the £xy4^Q^ admits that Schneck does not teadh 
^br eAch of :skid pluralitv of data flies, a backup ; 



njacc^&fi ibla ^o user requests . However, the Examine^ has[ 



taiie^ to notfe that Schnqck al so does not disclose jr^loa^^! 



£U3 



backup f ilej for each destroyed file. 



for 



txaminer! looks to the Groshon Patent to make up 
.these ; deficiencies in the basis Schneck Patent. Ajjptiicanjtsj 
..have irgued.that Groshon fails to teach the above -two ; 
:ciaim^d elements of the present Application, The ^xpuninet 
Answer has the following arguments in response to ' ; = 
■iftppli^ant ' s Bjrief which Applicants wish to address: \ 

On pag$ 7 of the Answer, Examiner argues that 'the i 
tackui) Web pabes described on page 7 of Groshon ar^ | 
•^jqulvalent to: the stored backup files. The Examiner then^ 
id sDn to to^e that applicant's claim is complete4Y! sil^' 
'as to 




xj?o;5e& of 
leef is an 



le use of the backup file (control co^y] fpr| 
jtermining whe^ther a received request ;fkbr d^F* 
lauthorized intrusion" 



► f^pplic^i^s agree with the Examiner. Applicaijitls ; have 
^rl airgue^ jthat their backup files are used to fl4^fermin6| 
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drxtrufeion, |Attually, the comparison in Groshon is ija 
|;espohse to- a! request for a Web page. A comparison ts majtJ^ ; 



•i PATENT 
-i 09/801.614 

W ieth^r there Jhas been an. unauthorized intrusion, ^ease 

ft jte tihat in the annotations for claim 1 in Section! 

S mmaify of dl^imed Invention in the Appeal Brief, Ajp^lica^t |:| 

fcave Referred -to the Application Specification, p.. 10. li^e 

i85 thiough p.* 11, line 34 describing several exainpl|efi of i^ofi:y. 

ii- unauthorized intrusion may be determined- None io:! \ 

At>pli<±ants' -eitamples remotely suggest comparison with thes 

^tbre<J backup} files . In Applicants' claims, the sttoired ? 

I^SLckup files ire used only to replace the destroyed! |ifigi|ig|i 

files! only after an unauthorized intrusion has beert petec 

Sy- th4 other tieans described above, \ \- 

^.pplicints submit it is the Examiner who appear 3 to 

ktgni^g that. the backup Web pages in Groshon are u^ei forj 

ifcompatison purposes. The Examiner has referred to :cpl 5,-, 

.-iinesil-9 as teaching that the comparison made by cirbshpn;' fiH;; 

4:ackut) files is for the purpose of determining una^thorizfei! 1;?; 
..... .... 

^- ^-^^^^ 

i^ith ^ backup? copy to validate the requested page i* 
'insur^ that -the Web page is intact. Groshon (at c<il 
iaines; 34-38i even goes on to state that there may iie 
kircu^istancfs: where compromised and suspect data miy* be 
transmitted. a|id used. This lack of urgency certalAlt/ wovil^ 
:rot.lead one iskilled in the art to Applicants' immediate : 
^i^olution of iimnediate destruction of the intruded cjalta f 4l« |!f 
iqtld t^e substitution of the stored backup file 

broshoh is not interested in determining whetl^iejr th^ 
iijequefet for tlie Web page is an intrusion • It is o^ly af 
|e,ireqiest fpr a Web page is made that Groshon com^^r^ft td 
J^stejjtiihe wfetj page integrity- 



6, 



^ Itfith rfedpect to Examiner's argument on page 6|(|x0.1)| 



1 )|e:i Ariswfer jtfeat Applicants have only Argued the s^^ 
two ir'^ferences individually, Applicants sutii 
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fhere :is littlje in either of the two references to ^uggestt 
tti.eir combin^t^ion In the manner suggested by Examinfei;.- ■ 
Icihneck teachejs protection of a database involving ^ong \ 
b|her 'expedients monitoring for intrusions, and deBtioyin^ 
dAta intruded iupon. Groshon is primarily interested in tlie 
integrity of: d Web page after the page has been reqtiqated^ 
<|]*oshG?n compaijes with backup copy of the Web page oKly aftte; 
%\\^ Web page; Request, The claimed combination of stc-ring T 
JSor ealch of jtiie plurality of data files, a backup fMe wh:|c] 

inabcessibie to any user requests, the destructibrl of [ 
\juauthiorizedJ 4ata files as soon as an initial unauthci'rizeci 
intru0ion is' determined, and the substitution of re^5pecti^jre 

" : ^ . > i 

ii:ored backup 'files for the destroyed files can only coma; 
ifom Ajpplicaintis ' own teaching. ■ j 

Accordingly, for the above reasons and for the* ieasoAs 
*4t fdrth. in tbe Brief on Appeal, it is respectfully! ; 
liiOue^ted that the Final Rejection be reversed, and; ihat j 
C.Gimd 1/4,^ 5, 1. 10, 13, 14, 17, 20, 21, 24, 25 / ;2| , an| 

:found .to be in condition for allowance. | ; 

» f 
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